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ABSTRACT 

Privacy preserving data-leak detection model for preventing inadvertent data leak in network traffic. 

Our model supports detection operation delegation and Internet Service Provider (ISP) can provide 

data-leak detection as an add-on service to their customers using our model. We design, implement, 

and evaluate an efficient technique, fuzzy fingerprint, for privacy-preserving data-leak detection. 

Fuzzy fingerprints are special sensitive data digests prepared by the data owner for release to the 

DLD provider. The advantage of our method is that it enables the data owner to safely delegate the 

detection operation to a semi honest provider without revealing the sensitive data to the provider. We 

describe how Internet service providers can offer their clients DLD as an add-on service with strong 

privacy guarantees. The evaluation results show that our proposed method can support accurate 

detection with very small number of false alarms under various data-leaks scenarios. 
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1. INTRODUCTION 

When a sensor network is deployed in 

an unattended or hostile environment, the 

attacker may capture and reprogram sensor 

nodes, or adds their own sensor nodes into the 

network and induce the network to accept 

them as legitimate nodes. Once in control of a 

few sensor nodes, the attacker can mount 

various attacks from inside the network. One 

common type of attack is targeted at message 

authenticity and integrity. If the sender and the 

receiver are not within the transmission range 

of each other, an intruder on the path 

connecting them can modify pass by messages 

or inject false messages. It appears to be a 

solution that the sender and the receiver share 

a secret key, and the shared key is used by the 

sender to generate message authentication 

code (MAC) for any outgoing message, and 

by the receivers to verify the authenticity and 

integrity of any incoming message. If a 

message is tampered en route, it will be 

detected by the receiver. However this method  

is not effective due to the following reasons: 

First of all, it cannot authenticate messages 

that are multicast because, if one of the 

receivers is compromised, the attacker can use 

the secret key held by the compromised 

receiver to fake MACs for messages modified 

or injected by it itself to cheat other receivers. 

Secondly, the method only allows end-to-end 

message authentication while en-route 

forwarding nodes cannot authenticate pass by 

messages; the intruder may launch denial-of-

service attacks by repeatedly change messages 

or adding false messages to deplete the 

communication resources of intermediate 

forwarding nodes.  
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To thwart the above attacks, each 

message should be verifiable by both its final 

receivers and its intermediate forwarders. This 

may be simply implemented on top of the 

public key infrastructure; each message is sent 

along with a digital signature generated by the 

sender using its private key, and every 

intermediate forwarder or final receiver can 

authenticate the message using the public key 

of the sender. This approach may include high 

overhead in terms of computational cost and 

network bandwidth consumption. To mitigate 

the overhead, researchers have proposed low-

cost schemes that use symmetric keys and 

hash functions. In these schemes, each 

symmetric authentication key is shared by a 

set of sensor nodes, and the keys can be 

captured by the intruder as sensor nodes are 

compromised. These schemes are not resilient 

to large number of node compromises. 

Utilizing a one-way key chain and delayed 

disclosure of keys, the TESLA schemes and 

its variants can achieve message authenticity 

in the presence of a large number of node 

compromises. These methods need 

synchronization among nodes. They introduce 

delay in message authentication and the delay 

increases as the network scales up.  

2 RELATED WORKS 

ROUTING PROTOCOLS AND THEIR 

REQUIREMENTS 

We introduce the necessary concepts 

for describing the proper operations of 

different routing methods. First briefly review 

the different types of routing protocols in 

wireless networks. After that we establish a 

mathematical model of wireless networks. 

Using this mathematical model, we formally 

define three requirements that a properly 

operated routing protocol must satisfy.  

 

A. Routing Protocols Types 

A routing protocol consists of two 

components: a path calculation algorithm and 

a packet forwarding scheme. We review the 

most commonly used path calculation 

algorithms and packet forwarding schemes in 

wireless networks. By classifying routing 

protocols based on their path calculation 

algorithms and packet forwarding schemes, 

we can find the design guidelines for routing 

metrics of different types of routing protocols. 

Path Calculation Algorithms 

Verities of path calculation algorithms 

are appropriate for different networks. In this 

study, we find three path calculation 

algorithms: flooding-based route discovery, 

Dijkstra‟s algorithm and the Bellman-Ford 

algorithm, all used in wireless routing. In 

flooding-based route discovery, to search for a 

path to a destination node, a source node 

floods a route request message through the 

entire network to explore multiple paths 

simultaneously and the destination node 

selects a single path among all the searched 

paths as the path between the source node and 

the destination node. In Dijkstra‟s algorithm a 

source node collects network topology 

information through periodic message 

exchanges among nearest nodes. Based on the 

collected information, the source node 

calculates its paths to the other nodes.  

Packet Forwarding Schemes 

In wireless networks, two packet 

forwarding schemes, source routing and hop-

by-hop routing, are often used in different 

routing protocols. A source node puts the 

entire path of a flow in its packet headers and 

intermediate nodes forward the packets 

accordingly. In hop-by-hop routing, a source 

node only puts the destination addresses in its 
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packet headers. An intermediate node 

forwards packet based on its routing table, 

which stores the next hops for reaching each 

destination address. 

QOS ROUTING PROTOCOL 

We first present our path selection 

method. It is based on the distance-vector 

mechanism. We give the necessary and 

enough condition to determine whether a path 

is not worthwhile to be advertised. We then 

describe our new isotonic path weight. We 

show that the routing protocol based on this 

new path weight satisfies the optimality 

requirement. We present our hop-by-hop 

packet forwarding method which satisfies the 

consistency requirement. We apply to estimate 

the available bandwidth of a path. To simplify 

our discussion we use “available bandwidth” 

instead of “estimated available bandwidth” 

when the context is clear. On the other hand, 

“widest path” refers to the path that has the 

maximum estimated available bandwidth.  

Path Selection 

We would like to develop a distance-

vector based method. In the traditional 

distance-vector method, a node only has to 

advertise the information of its own best path 

to its neighbors. Every neighbor can then 

identify its own best path. We mentioned that 

if a node only advertises the widest path from 

its own perspective, its neighbors may not be 

able to find the widest path. To show this 

considers the network in Fig. 1 where the 

number of each link is the available bandwidth 

on the link. 

 

ATTACKS ON ROUTING PROTOCOL 

Many sensor network routing protocols 

were very simple and not developed as 

security in mind, so the attackers can launch 

various attacks in the network. Mainly 

network layer protocol suffers from many 

attacks like; IP spoofing or modifying the 

route information, selective jamming, sinkhole 

attack, wormhole attack, Injection attack, etc.  

IP Spoofing, Modifying or replaying the 

route information 

An adversary can launch the routing 

information corruption by IP spoofing, 

modifying or replying the routing information. 

By this an adversary can attracts or redirects 

the traffic, increases the latency, generate 

routing loops or creates false data etc.  

Selective jamming attack 

In the selective jamming attack, 

compromised node may refuse to forward 

certain packets and simply drop it. If an 

adversary drops the entire received packets, it 

behaves like a black hole attack. An adversary 

explicitly includes on the path of data flow to 

perform selective jamming. 

Sinkhole and Wormhole attack 

Basically, in the both sinkhole and 

wormhole attacks; the adversary tries to attract 

all the traffic from a particular area through a 

compromised node. Sinkhole attack mainly 

works by making a compromised node look 

attractive to the neighbor nodes to route the 

data packet and generally spoof, modify or 

drop the packet. Sinkhole attack give birth to 

many attacks like; selective forwarding, black 

hole, tempering the routing information etc. 

An adversary launch wormhole with two 

distant malicious nodes and try to attract the 

traffic by showing one hop distance to the 
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sink. Wormhole attack is very difficult to 

detect because it uses out-of-bound channel to 

route packets.  

Sybil attack 

In this attack a single node presents 

multiple identities to the other node in the 

network. It tries to mislead the node in 

neighbor detection, route formation and 

topology maintenance. The Sybil attack is a 

significant threat to many geographic and 

multi path routing protocols.  

3 OUR WORK 

We propose a new message 

authentication method to address the 

aforementioned limitations. Our method has 

following features: lightweight in terms of 

computation, communication and storage 

overhead; resilience to a large number of 

sensor node compromises; immediate 

authentication scalability; and non-

repudiation. These features are attained by 

applying a number of novel techniques: we 

adopt polynomials for message authentication, 

which provides higher adaptability than 

existing authentication techniques based on 

multiple MACs and at the same time, keeps 

the advantage of immediate authentication 

held by those techniques. Next messages are 

authenticated and verified via evaluating 

polynomials, which incurs lower overhead 

than existing asymmetric cryptography-based 

authentication techniques such as digital 

signature. And then, independent and random 

factors are employed to perturb polynomial 

shares that preloaded to individual nodes, 

which significantly maximizes the complexity 

for the intruder to break the secret polynomial, 

and therefore renders the proposed approach 

to be resilient to node compromises. The 

proposed approach is the first one that applies 

the aforementioned techniques in message 

authentication for sensor networks, and also 

the first one that can achieve simultaneously 

the features of compromise-resiliency, 

flexible-time authentication, efficiency and 

non-repudiation without employing public key 

cryptography. 

Performance 

For every outgoing packet, the sender 

only needs to compute one HMAC function 

per packet per authentication chain, since the 

key chain can be pre-computed. We analyze 

the performance of our stream authentication 

scheme by measuring the number of packets 

per second that a sender can create. We 

suspect that an optimized C implementation 

might be at least twice as fast. 

The communication overhead of our 

prototype is 24 bytes per authentication chain. 

Since we use 80 bit HMACMD5, both the 

disclosed key and the MAC are 10 bytes long. 

The remaining four bytes are used to send the 

interval index. The overhead of pre-computing 

the key chain is minimal. In our experiments 

we use an interval length of 1=10th of a 

second. To pre-compute a key chain long 

enough to authenticate packets for one hour, 

the sender precomputation time is only 

36000=74626 _ 0:5 seconds. The 

computational overhead on the receiver side is 

the same as on the sender side, except that the 

receiver needs to recompute the key chain 

while the sender can pre-compute it. The 

overhead of computing the key chain is 

negligible, since it involves computing one 

HMAC functions in each time interval, and in 

practice only tens of intervals is used per 

second. 

Algorithm used: 

SHA1 
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• A symmetric key encryption algo. 

Invented by Ron Rivest.  

• Normally uses 64 bit and 128 bit key 

sizes. 

• Most popular implementation is in 

WEP for 802.11 wireless networks and 

in SSL. 

• Cryptographically very strong yet very 

easy to implement.  

• Consists of 2 parts: Key Scheduling 

Algorithm (KSA) & Pseudo-Random 

Generation Algorithm 

• Using a secret key generate the RC4 

keystream using the KSA and PRGA. 

• Read the file and xor each byte of the 

file with the corresponding keystream 

byte. 

• Write this encrypted output to a file. 

• Transmit file over an insecure channel. 

Results 

The evaluation goal is to answer the following 

questions: 

1) Can our solution accurately detect 

sensitive data leak in the traffic with low 

false positives and high true positives? 

2) Does a using partial sensitive-data 

fingerprint reduce the detection accuracy 

in our system? 

3)  What is the performance advantage of our 

fingerprint filter over traditional Bloom 

filter with SHA-1?  

3) How to choose a proper fuzzy length and 

make a balance between the privacy need 

and the number of alerts? 

In the following subsection, we 

experimentally addressed and answered 

all the questions. 

A. Accuracy Evaluation 

We evaluate the detection accuracy in 

simple and complex leaking scenarios. First 

we test the detection rate and false positive 

rate in three simple experiments where the 

sensitive data is leaked in its original form or 

not leaked. Then we proposed accuracy 

evaluation on more critical leaking 

experiments to reproduce various real-world 

leaking detection scenarios. 

1) Simple Leaking Scenarios: We test our 

prototype without partial disclosure in simple 

leaking scenarios, i.e., ¨S∗ = S∗. We generate 

20,000 personal financial records as the 

sensitive data and store them in a text file. The 

data contains person name, social security 

number, credit card number, credit card 

expiration date, and credit card CVV. 

To evaluate the accuracy of our strategy, we 

perform three separate experiments using the 

same sensitive dataset:  

Exp.1 True leak A user leaks the entire set of 

sensitive data via FTP by uploading it to a 

remote FTP server.  

Exp.2 No leak The non-related outbound 

HTTP traffic of 20 users is captured and given 

to the DLD server to analyze. No sensitive 

data should be confirmed. 

Exp.3 No leak The Enron dataset as a virtual 

network traffic is given to the DLD server to 

analyze. Each virtual network packet reated is 

based on an email in the dataset. 

No sensitive data should be confirmed by the 

data owner. Among the three experiments, the 

first one is designed to infer true positive rate. 

We manually check each packet and the DLD 

server detects all 651 real sensitive. The 

sensitivity value is less than one, because the 

high-layer headers in a packet are not 

sensitive. The next two experiments are 

designed to estimate the false positive rate. 

We found that none of the packets has a 

sensitivity value greater than 0.05. The results 
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indicate that our design performs as expected 

on plaintext. 

 

 

Fig. 2. Detection accuracy comparison in 

terms of (a) the averaged sensitivity and (b) 

the number of detected sensitive packets. X-

axis is the partial disclosure rate, or the 

percentage of sensitive-data fingerprints 

revealed to the DLD server and used in the 

detection. [out] indicates outbound traffic 

only, while [all] means both outbound and 

inbound traffic captured and analyzed. 

Fig. 2 shows the comparison of 

performance across various sizes of 

fingerprints used in the detection, in terms of 

the averaged sensitivity per packet in (a) and 

the number of detected sensitive packets in 

(b). These accuracy values reflect results of 

the POSTPROCESS operation.  

The results show that the use of partial 

sensitive-data fingerprints does not much 

degrade the detection rate compared to the use 

of full sets of sensitive-data fingerprints. 

Extreme small sampling rates, e.g., 10%, may 

not provide sufficient numbers of fingerprints 

to describe the leaking characteristic of the 

traffic. The packet sensitivity estimation 

magnifies the signal as well as the noise 

produced by fingerprint sampling. The 

precision could be affected and drops, e.g., 6 

packets with 10% vs. 3 packets with 100% for 

Keylogger in Fig. 2 (b). 

 

The sensitivities of experiments vary 

due to different levels of modification by the 

leaking programs, which make it difficult to 

perform detection. WordPress substitutes 

spaces with +‟s when sending the HTTP 

POST request. EZRecKb inserts function-key 

as labels into the original text. Typing typos 

and corrections also bring in modification to 

the original sensitive data. In results contain 

both outbound and inbound traffic and double 

the real number of sensitive packets in Blog 

and Wiki scenarios due to HTML fetching and 

displaying of the submitted data. 

CONCLUSIONS 

We proposed fuzzy fingerprint, a 

privacy-preserving data-leak detection model 

and present its realization. Using special 

digests, the exposure of the sensitive data is 

kept to a minimum during the detection. the 

proposed protocol has been identified to be not 

only capable of providing the conditional 

privacy preservation that is critically 

demanded in the VANET applications, but 

also able to improve efficiency in terms of the 

minimized anonymous keys storage at each 

OBU, fast verification on safety messages, and 

an efficient conditional privacy tracking 

mechanism. We have conducted extensive 

experiments to validate the accuracy, privacy, 

and efficiency of our solutions. In future we 
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plan to focus on designing a host-assisted 

mechanism for the complete data-leak 

detection for large-scale organizations. 
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