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Abstract

Cybersecuritythreatssuchasmalware,phishing,weakcredentials,andexposednetworkservicesremainamong  the
leading causes of security breaches, yet effective protection tools are frequently expensive, technically
complex, or designed primarily for enterprise environments rather than for students, hobbyist developers, and
small organizations with limited budgets and no dedicated security staff. This paper presents the design and
architecture of AEGIS.OS, a lightweight, Al-powered cybersecurity assistant that unifies eight modules —
Secure Authentication and Dashboard, an Al FileScanner, aURL and Phishing Detector, aPassword Security
Analyzer, an authorized-network Host and Port Scanner, a Website Vulnerability Checker, an Al Security
Assistant, and Scan History and Report Generation — behind a single, easy-to-use web interface. What
distinguishes AEGIS.OS from prior classification-only or enterprise-oriented tools is its explanation layer:
SHAP-based feature attribution paired with a large language model (LLM) translates raw classifier and scan
outputintoplain-languageguidance,soanon-expertuserlearnsnotonlythatafile,link,password,orexposed
serviceisrisky,butwhy,andwhattodoaboutit. TheplatformisbuiltonaReactfrontend,aPython(FastAPI)  backend,
Random Forest classifiers for fileand URL risk scoring, Nmap-based host discovery for the network module,
rule-based HTTP/TLS analysis for the vulnerability module, and a Supabase/PostgreSQL persistence layer.
Network scanning and vulnerability assessment are scoped strictly to networks and systems the user is
authorized to test, consistent with defensive, non-intrusive security analysis. This paper situates AEGIS.OS
against deep-learning and explainable-Al literature for cybersecurity published between 2019 and 2022 and
identifies a consistent gap: existing surveys and prototypes address classification accuracy or explainability in
isolation,rarelyboth,andalmostneverwithinasystemscopedandpricedforindividualstudentsorsmallteams.
AEGIS.OS is offered as a demonstration that meaningful, explainable, multi-domain cybersecurity protection
does not require enterprise budgets or infrastructure.
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. . urity suites offer file scanning, phishing
Detection, PasswordEntropy, NetworkScanning;

VulnerabilityAssessment; LargeLanguageModel
+ FastAPIIntroduction vulnerability assessment as

integratedcapabilities,buttheyarelicensed,configu

detection, credential auditing, and network and

Cybersecurityincidentsarerarelytheproductofasin

glecatastrophicfailure;moreoftentheyaccumulatef red,andpricedfororganizationswithdedicatedITse

rom small, preventable oversights — a curity teams, not for a student building a

downloaded attachment that was never checked, capstone project or a small business with a five-
a link clicked without

inspection,apasswordreusedacrossaccounts,orase

person staff.

A second, related gap concerns comprehension

rviceleftexposedonanetworkwithoutanyoneauditi rather than detection. Even where free or low-

ngit. Individually, each of these failure modes is cost tools exist, their output is typically a binary

well understood and, in principle, detectable with verdict — malicious or benign, open or closed,

modest safe or unsafe — with little

computationaleffort.Inpractice,thetoolscapableoft indicationofwhythesystemreachedthatconclusion.

hatdetectionareunevenlydistributed:enterprisesec Twodevelopmentsmakeitnewlypracticaltocloseb
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oth
gapsatonce.First,ensembleclassifierssuchasRand
omForestachievestrongaccuracyonstructuredsecu
rity-relevant features (file metadata, URL lexical
and host
without requiring the

features, password composition)
scale of data or compute that deep architectures
demand, while long-established tools such as
Nmap provide
reliable,scriptablehostandportdiscovery.Second,e
xplainable-Altechniques—
mostnotablySHAP(SHapley Additive
exPlanations) — can attribute a classifier's
decision to specific input features, and large
language
modelscanconvertthatattribution,togetherwithsca
noutput,intoaplain-languageexplanationanon-

specialist can follow.

AEGIS.OS combines these developments into a
single, lightweight platform organized around
eight modules: authentication and a centralized
dashboard; an AI File Scanner; a URL and
Phishing Detector; a Password Security
a Network Scanner restricted to
a Website

Checker; an Al Security Assistant that renders

Analyzer;
authorized hosts; Vulnerability
every module's findings in plain language; and

Scan History and Report
Generation.Allmodulesshareacommonexplanatio
nlayer,sothatdetectionandcomprehensionaredeliv

ered together rather than as separate concerns.

The AEGIS.OS is

deliberately narrow: individual students, early-

intended audience for

career developers, and small organizations

without adedicated security function, rather than
security operations teams already served
bycommercialplatforms. Thisframingiswhythesys
temfavorsanexplanationanon-
specialistcanactonover ~ an  analyst-oriented
dashboard, and why the Network Scanner and
Vulnerability Checker are scoped strictly to
authorized targets rather than open-ended
reconnaissance tools. A secondary motivation,

beyond direct
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protection,issecurityeducation:pairingeveryfindin
gwithanexplanationoftheunderlyingsignalisinten
dedto
buildtheuser'sownintuitionforrisk,acrossalleightm
odules,ratherthantrainingtheusertodefertoanopaq
ue verdict.

1. Objectives

The project is organized around one central
objective — demonstrating that meaningful,
explainable, multi-
domaincybersecurityprotectioncanbedeliveredwit
houtenterprisecostorcomplexity—

specific

decomposedintothe following

objectives:

e Toprovidesecureuserauthenticationandac
entralizeddashboardformonitoringsecurit
yactivity across all modules.

e TodevelopaFileScannerthatidentifiessusp
iciousormaliciousfilesusingSHA -
256hashverification combined with a
Random Forest classifier trained on file-
level features.

e To build a URL and Phishing Detector
that classifies submitted links using
lexical, host-based, andstructural
features before a user visits the site.

e To design a Password Security Analyzer
that scores password strength using
entropy calculation and common-
password detection, and recommends
stronger alternatives.

e To provide a Network Scanner that
performs host discovery and open-port
identification strictly onnetworks the
user is authorized to test, for defensive
analysis only.

e ToprovideaVulnerabilityCheckerthateval
uatesauthorizedwebsitesformissingHTT
Psecurity headers and weak SSL/TLS
configuration.

e To integrate an Al Security Assistant,
combining SHAP-based feature
attribution with an LLM, that converts
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plain-language guidance and

remediation steps.

Togenerateuser-
facingscanhistoryandsecurityreportsratherth
anraw,module-by-modulelogs.

System Method/ Advantages | Limitations | ResearchGal
Technology P

Mahdavifar | Survey of | Broad Surve No

&Ghorbani | deep- coverage of |y integration

[171(2019) | learning DL only, of
architecture | techniquesa | no classificatio
S crossmultip | imple noutputintoa
(autoencod | le threat menta usable, end-
ers, RNNs, | categories;i | tion; user-facing
CNNs) dentifies no security tool
applied to open unifie
malware,ph | research d
ishing,spa | directions platfo
m and m;
intrusion explai
detection nabilit
ybarel
y
discus
sed
Charmetetal.| Literature Improves Literaturere | No XAI-
[2](2022) | surveyofX | transpare viewonly;n | based tool
Al ncy and oreal-time | combining
methods trust in or multiple
(SHAP, Al-based deployed securitydo
LIME, securityde | implementa | mainsforno
rule- cisions;m tion n-expert
based) aps users
applied to | XAlmeth
malware, odstosecu
phishing, rity sub-
intrusion domains
and fraud
detection
Zhangetal.[3| State-of-the-| Firstdedic | No No
1(2022) art survey of| atedXAI- complete lightweight,
XAlapplicati| for- software student-
onsincyber | cybersecu | implement | accessiblei
security rity ation; mplementat
(intrusion survey; conceptual | ion of the
detection,ma| proposes androadm | reviewed
Iware,spam | a ap- XAl
filtering) roadmap oriented techniques
for XAI rather than
adoption applied
Doetal.[4](2 | Systemati Comprehen | Limited to | No system
022) ¢ review sivetaxono | phishing; unifying
(81 my of DL- | excludes phishingdet
papers) based malware/f | ectionwith
taxonomis | phishing ile file,
ingdeep- detection; analysis,cr | credential,
learning benchmark | edentials,a | and
techniques | discussion | nd network/vul
for network- nerability
phishing level security
detection checks
NISTSP800-| Definespa | Industry- NotAI- No
63B[5] sswordpoli | standard based;provid| automated
(2020) cy, password esno s
entropy- guidelines | automated | explainabl
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-2026
informed ; detection or | eenforce
guidance, widelyad explanation | ment of
MFA and optedbase | capability | the
authenticat | line for guideline
ion credential for end
protocols security users

2.1 DeepLearningforThreatClassification
MahdavifarandGhorbani[ 1 Jsurveydeep-
learningarchitecturesacrossmalware,phishing,spa
m,andintrusion detection, reporting that these
techniques generally outperform classical
machine learning on large, high-dimensional
datasets, at the cost of interpretability and the
training-data volume few small deployments can
supply.Thistrade-
offdirectlyinformsAEGIS.OS'schoiceofRandomF
orest[6]overdeeparchitecturesforits file and URL
classifiers.

2.2 ExplainableAIforCybersecurity

Charmet et al. [2] and Zhang et al. [3]
independently survey XAl techniques — SHAP,
LIME, rule-based explanation — applied to
security classifiers, and both observe that very
few surveyed systems embed an explanation
layerinside a deployed, end-user-facing tool,
orextend explanation beyond classifieroutput to
scan-based findings such as open ports or
missing security headers.

2.3 Phishing-SpecificDetection

Do et al. [4], reviewing 81 papers on deep-
learning-based phishing detection, establish a
mature taxonomy of
URLandcontentfeatures,butconfinetheirscopetop
hishingalone. NISTSP800-
63B[5]remainsthestandard for password policy
but is a guideline document, not a system.

2.4 Synthesis
Readtogether,thefiveworksinTable1sketchtwopar
allelresearchthreadsthatrarelyintersect. Thedetecti
on-accuracy thread [1], [4] optimizes classifiers
against benchmark datasets, with interpretability
treated as
secondary.Theexplainabilitythread[2],[3]surveys
XAltechniquesintheabstractwithoutembeddingth
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emin aworking,user-
facingsystemthatalsocoversnetwork-
orinfrastructure-levelfindings.NISTSP800-
63B[5]is

a normative standard rather than prior art for an
implemented tool. AEGIS.OS's contribution is
not a novel classifier, explanation technique, or
scanning method — Random Forest [6], SHAP
[7], and Nmap-style discovery [10] are all
established — but the integration of file, URL,
credential, network, and vulnerability checks
into a single explained pipeline scoped for a
deployment context none of the surveyed works
directly target.

2.5 ResearchGap

Across the reviewed literature, three gaps recur.
First, classification accuracy and explainability
are rarely addressed together. Second, no
reviewed system unifies file-, URL-, credential-,
and network-level security checks behind a
single interface. Third, none of the reviewed
systems is scoped, evaluated, or costed for
deploymentbyasmallteamwithoutenterpriseinfrast
ructure. AEGIS.OSispositionedtocloseallthreegap
sby
combininglightweightclassifiersandstandardscan
ningtoolswithasharedSHAP-plus-
LLMexplanationlayer,

across a SCope

deliberately sized for student and small-

organization use.

3. ExistingSystem

Current approaches fall into several categories,
each with a specific shortfall AEGIS.OS is
designed to avoid, summarized in Table 2.

ExistingA| File URL/Phis| Password | Network/ | Explains
pproach hing Vuln. Findings
Antiviruss| Yes Partial No No Minimal
oftware

Password | No No Yes No Minimal
managers

Phish No Yes No No No
ingbr

owse

r

exten

sions
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Standalon | No No No Yes Analyst-
e oriented
network/v
ulnerabilit
y scanners
Enterp Yes Yes Yes Yes Analyst-
risesec oriented,
urity not end-
platfor user
ms
AEGIS.O | Yes Yes Yes Yes Yes—
S (aut SHAP+
(proposed) hori LL
zed M,e
sco nd-
pe) use
-
faci
ng

Theconsequence,commonacrosscategories,isfrag
mentation:auserseekingfile,link,credential,andnet
work-facing protection must adopt and reconcile
output from several unrelated tools, most of
which explain their findings only to a trained
analyst, not to the person who owns the asset
being checked.

4. ProposedSystem

AEGIS.OSisanintelligent, Al-
poweredcybersecurityplatformcombiningclassica
Imachinelearning(Random  Forest), standard
(SHA-256,
discovery, HTTP/TLS inspection), explainable
Al

(SHAP),andalargelanguagemodeltoprovidedetect

security  tooling Nmap-based

ionalongsideplain-
language,actionableguidanceacross eight

integrated modules.

4.1 UserAuthenticationandDashboard
Securesign-
inandacentralizeddashboardgivetheuserasinglepl
acetolaunchscansandreviewtheaggregate security
posture across all other modules.

4.2 AIFile Scanner
Uploaded files are hashed with SHA-256 and
matched  against known-hash  references;

structural metadata is passed to a Random Forest
classifier, and SHAP identifies which features
most influenced the classification.

4.3 URLandPhishing Detector
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SubmittedURLsaredecomposedintolexicalandstr
ucturalfeatures—Ilength,IP-

addresshosts, HTTPSusage,
suspiciouskeywords,domaincharacteristics,andre
directpatterns—
andclassifiedbyaRandomForestmodel before the
user visits the site.

4.4 PasswordSecurityAnalyzer

Submitted passwords are analyzed for length,
and
the

plaintext value beyond the single analysis

presence on common-password lists,

Shannon entropy, without persisting

request.

4.5 NetworkScanner

The Network Scanner performs host discovery
and open-port identification using Nmap-based
probing, restricted at all times to hosts and
networks the user has confirmed authorization to
This
enforcedintheworkflow,notmerelystatedindocum

test. restriction is
entation,consistentwithresponsible,defensive-
onlyuse.

4.6 VulnerabilityChecker

For an authorized website, the Vulnerability
Checker inspects HTTP response headers against
OWASP-recommended security headers [9] and
evaluates SSL/TLS configuration for common
misconfigurations, returning a rule-based risk
assessment.

4.7 AlISecurityAssistant

Every module's output passes through a shared
SHAP quantifies
contribution,andrule-

explanation layer: each

classifier feature's
basedfindingsfromtheNetworkScannerandVulner
abilityCheckerarepassedalongside classifier
attributions to an LLM, which renders a short,
non-technical explanation and a recommended

next action for any of the eight modules.

4.8 ScanHistoryandReportGeneration

Every scan across all modules is logged to a
unified history, from which the user can generate
a consolidated, human-readable security report
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rather than reviewing each module's output in
isolation.

Final judgment and remediation authority remain
with the user in every module; the Al layer is
scoped to detection, feature attribution, and
explanation, not autonomous remediation, and
the Network Scanner and Vulnerability Checker
are scoped to explicitly authorized targets only.

5. SystemArchitecture

The system follows a five-layer architecture. The
presentation layer, built in React, exposes forms
and
dashboardsforalleightmodulesandcontainsnobusi
nesslogic. TheAPlIlayer,implementedinFastAPLro
utes

requeststotheappropriatemodule. Thedetectionlay
erholdstheRandomForestclassifiers(FileScanner,
URL Detector), the
Analyzer, the Nmap-based Network Scanner,
the
VulnerabilityChecker. Theexplanationlayercomp

rule-based Password

and rule-based
utesSHAPvaluesforclassifierdecisionsandforward
sthem, together with rule-based scan findings, to
the LLM for plain-language rendering. A
Supabase-managed PostgreSQL database serves
as the persistence layer, handling authentication
and storing scan history and generated reports
across all modules.

5.1 DataFlow
o Stepl—
Authentication:theusersignsinthroughSupabase-
backedauthenticationbeforeanyscanis initiated.
o Step2—
Submission:theusersubmitsafile,URL,password,aut

the
interface.Step3—

horizedhost/IP,orauthorizedwebsite
React
Routingandauthorizationcheck:FastAPIroutesthere

through

questtothecorrespondingmodule;for the Network

Scanner and  Vulnerability = Checker, an
authorization confirmation is required before the

scan proceeds.

o Stepd—
Featureextraction/probing:themodulecomputesther
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elevantfeaturevectoror,fornetwork and
vulnerability checks, performs the scan itself.

o StepS—
Classification/assessment:thetrainedmodelorrule-
basedenginereturnsariskscore,open-port  list, or
vulnerability finding.

o Step6—
Explanation:SHAPand/orruleattributionispassedto
theLLM,whichreturnsaplain-language explanation
and recommended action.

eStep 7 — Response and persistence: the API
returns the verdict and explanation to the interface
and writes a record to the Supabase/PostgreSQL
scan-history table.

5.2 PersistenceandSecurityConsiderations

Thepersistencelayerstoresscanrecords,generatedr
eports,anduseraccounts,butneverrawfilecontents,f
ull
plaintextpasswords,orunauthenticatednetworksca
ntargets. Theplatform'sownAPIsurfacefollowsO
WASP
APISecurityTop10guidance[8]:requestsizelimits,
ratelimitingonthepasswordandnetwork-
scanendpoints, and no server-side logging of
plaintext credentials. These measures address
AEGIS.OS's own attack surface, distinct from
the threats it detects in user-submitted content or
authorized targets.

6. Modules
Thissectiondetailsthefeaturesetimplementedwithine

achoftheeightmodulesintroducedinSection5.

6.1 UserAuthenticationandDashboard

Session-based authentication via Supabase, with
a dashboard summarizing recent activity across
all seven remaining modules.

6.2 AlFile Scanner

e Securefileuploadwithsize limits

e SHA-256hashgenerationandknown-hash
matching

e Filemetadataanalysis(declaredvs.actualtype
,embeddedexecutables)

e RandomForestmalwareclassificationwithar
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eportedrisk level

e SHAP-basedexplanationoftheclassification

6.3 URLandPhishing Detector
e URLformatandlengthanalysis

e DetectionofIPaddressesusedinplaceof
hostnames

e Suspicious-keywordandbrand-
impersonationchecks

e HTTPSusageanddomain-
characteristicchecks

e Redirect-chainpatternanalysis
6.4 PasswordSecurityAnalyzer
e Passwordlength evaluation

e Common-passwordandpattern-
basedblocklistmatching

e Shannonentropyestimation
6.5 NetworkScanner(AuthorizedTargetsOnly)

e Hostdiscovery

e [Paddressdetection

e Open-portidentification

e Service/versiondetectionondiscovered ports
e Basicnetworkinformation summary

Scanningisperformedonlyonnetworkstheuserhase
xplicitlyconfirmedauthorizationtotest,consistent

with defensive, non-intrusive cybersecurity

analysis and applicable computer-misuse law.

6.6 VulnerabilityChecker(AuthorizedTargetsOnly)

e HTTPsecurityheaderchecking(e.g.,Conte
nt-Security-Policy,X-Frame-
Options)againstOWASP guidance [9]

e SSL/TLSconfigurationchecking
e Basicsecurity-misconfigurationdetection
e Rule-basedvulnerabilityriskassessment

6.7 AISecurityAssistant

e Plain-
languageexplanationoffindingsfromallseve
nothermodules

e Recommendedremediationsteps

e Generalsecurity-awarenessguidance
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e Beginner-
friendlyframingoftechnicalfindings

6.8 ScanHistoryandReportGeneration
e Unified,cross-modulescanhistory

e Consolidated,human-
readablesecurityreportgeneration

7. Algorithms

7.1 Random ForestClassification

Random Forest [6] trains multiple decision trees
on bootstrapped samples and aggregates
predictions by
majorityvote.Itwasselectedoverdeep-
learningalternativesfortheFileScannerandURLDe
tectorbecauseit
performswellonthestructured,low-
dimensionalfeaturesetsusedherewithoutrequiringl
argetrainingcorpora, and produces per-feature
importance scores that integrate naturally with
SHAP-based explanation.

7.2 SHA-256Hashing

SHA-256 produces a fixed-length digest of a
file's contents, used for integrity verification and
to check a file against known-malicious hash
references without persisting the file itself.

7.3 PasswordEntropy
PasswordstrengthisestimatedasE=Lx1log2(N),whe
reLispasswordlengthandNisthecharacter-
spacesize in use. Higher entropy indicates greater
resistance to brute-force guessing.

7.4 HostDiscoveryandPortScanning

The Network Scanner uses Nmap-style probing
[10] to enumerate live hosts and open ports on an
authorized
targetrange,reportingservicebannerswhereavailab
le;thisisawell-
establisheddiscoverytechniqueratherthan

anovel contribution, applied heredefensively and
with the same authorization restriction described
in Section 7.5.

7.5 Rule-BasedVulnerabilityAnalysis

The Vulnerability Checker evaluates an

authorized website's HTTP response against a
checklist of expected
securityheaders[9]anditsTLShandshakeagainstkn
own-
weakconfigurations,producingadeterministic,rule
-based risk rating rather than a learned
classification.

7.6 ExplainableAIviaSHAP
SHAP[7]attributesaclassifier'spredictiontoitsinpu
tfeaturesusingagame-
theoreticapproachadaptedfrom Shapley values.
In AEGIS.OS, SHAP output — and, for the
Network Scanner and Vulnerability Checker, the
underlying rule that fired — is the direct input to
the LLM explanation step, reducing the risk of
the LLM fabricating an explanation unsupported
by the underlying finding.

8. ToolsandTechnologies

e Frontend:React.js,Vite,JavaScript, Tailwind
CSS,ReactRouter,Axios

e Backend:Python,FastAPI,Uvicorn,Pydantic
e Databaseand Auth:Supabase,PostgreSQL

e Al/ML:scikit-
learn(RandomForest),pandas,NumPy,joblib
,SHAP

e Security:SHA-
256, Nmap,SSL/TLSanalysis, HTTPheadera
nalysis

e Developmentandtesting: VSCode,Git/GitHu
b,SwaggerUL Postman,Pytest

e ReportsandAl:ReportLab(PDFreportgenera
tion),LLM-basedsecurity explanation

9. ResultsandDiscussion

At the current stage of development, AEGIS.OS
has been validated functionally rather than
through a formal
accuracybenchmark:eachoftheeightmodulesaccep
tsinputthroughtheReactinterface, performsitsdetec
tion, scan, or check, returns a plain-language
explanation, and persists the result to the unified
scan history. This confirms theintended pipeline
functions end to end across all modules,
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including the authorization gate on the Network
Scanner and Vulnerability Checker.

A quantitative evaluation — classifier accuracy
against labeled malware and phishing datasets,
and measured false-positive/false-negative rates
for the Network Scanner and Vulnerability
Checker against known-configuration test hosts
— has not yet been conducted and is reported
here as future work rather than a
completedresult.Presentingspecificaccuracyfigur
eswithoutthatevaluationwouldoverstatethecurrent
state
ofthesystem;thehonestclaimatthisstageisarchitectu
ralandfunctionalcompletenessacrossalleightmodul
es, not measured detection performance.

9.1 FunctionalVerification

Table 3 summarizes the functional checks
performed per module group  during
development — correctness checks on the
pipeline rather than statistical accuracy
measurements against a labeled evaluation set.

ModuleGroup | TestPerformed ObservedBehavior
FileScanner Uploadofaknown- Benignfilepas
benigndocumentanda sedwithlowris
known-hash test file kscore;
known-
hashfileflagge
dwithmatchin

g reference
cited in the

explanation
URL/ Password | Submission of a LegitimateURLandst
legitimate domain and a | rongpasswordscored
syntheticphishing- low risk; synthetic
patternURL;acommon phishing URL and
password and a high- common password
entropy password correctly flagged
with
SHAP/entropydetailcil
ted
Network/Vulnera | Scanofalocallyhosted,s | Openportandmissin
bility elf-authorizedtest gheaderbothcorrect

serverwithadeliberately | ly identified and
opennon-standard port | explained; scan of a
and a missing security | non-authorized
header address correctly
blocked by the
authorization gate

These checks confirm the pipeline, including the
authorization gate, behaves as designed on
representative
inputs;theydonotsubstituteforthelabeled-
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datasetandtest-
infrastructureevaluationidentifiedasfuturework.

10. EthicalandResponsibleUse

Including a Network Scanner and Vulnerability
Checker in a student-built tool carries obligations
beyond the
othersixmodules. AEGIS.OSenforcesauthorizatio
nattheworkflowlevel—
ascantargetmustbeconfirmedas owned or
explicitly authorized by the user before the
Network Scanner or Vulnerability Checker will
run — rather than relying on a terms-of-use
statement alone. This mirrors the restriction
stated in the project's own
designdocumentationandistreatedasahardfunction
alrequirement,notaconfigurableoption.Consistent
with
thisscope,themodulesarepositionedfordefensive,s
elf-
assessmentuse(astudentauditingtheirownhomelab
orasmallorganizationauditingitsownauthorizedinf
rastructure),notforscanningthird-
partysystemswithout consent, which may violate
computer-misuse law regardless of intent.
Section 12 below identifies formal security
testing of this authorization gate as unfinished
work, and readers evaluating this paper for a
security-relevant contribution should weight that
gap accordingly.

11. Limitations

Three limitations are stated explicitly. First, no
formal accuracy evaluation against labeled
datasets or known-configuration test
infrastructure has yet been performed for any
module. Second, the LLM explanation step is
constrained to rendering SHAP or rule-based
attribution rather than reasoning independently,
which bounds
explanationqualitytothequalityoftheunderlyingatt
ribution,itselfnotyetindependentlyvalidated. Third
,the Network Scanner and Vulnerability Checker
carry real legal and ethical exposure if the
authorization gate
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describedinSections5.5,5.6,and7.5isbypassedorm
isconfigured;thisgateisafunctionalrequirementoft
he system, not an optional safeguard, and its
correct enforcement has not yet been subjected to
formal security testing of its own.

12. ConclusionandFutureScope

AEGIS.OS demonstrates that a small student
team can deliver a cybersecurity tool that is
simultaneously lightweight, explainable, and
unified across file, link, credential, and
authorized network/vulnerability risk, without
the cost or complexity of enterprise security
platforms. By pairing Random  Forest
classification and standard scanning tools with a
SHAP-plus-LLM explanation layer, the platform
addresses a gap identified
consistentlyacrossthesurveyedliterature:systemst
hatdetectaccuratelyrarelyexplaintheirfindingsinte
rmsa non-expert can act on.

Futureworkincludestheformalaccuracyandusabili
tyevaluationdescribedinSection10,independentse
curity testing of the Network Scanner's
authorization gate described in Section 12, and
expansion of notification channels beyond in-
application delivery, without requiring a redesign
of the detection-plus-explanation architecture
presented here.

12.1 PhasedRoadmap

Thefollowingphasedplanisproposedforworkbeyondt

hescopeofthispaper,orderedby dependency:
e Phase 1 (current): Eight-module pipeline

(Sections 5-9) with SHAP/rule-based attribution
and LLM explanation across all modules.

e Phase 2: Formal evaluation — precision,

recall, and F1-score for the File Scanner and URL
Detector against labeled datasets; false-
positive/false-negative measurement for the
Network Scanner and Vulnerability Checker
against known-configuration test hosts; and
independent  penetration  testing of the
authorization gate described in Section 11.

e Phase 3: A  small-sample user
comprehension study comparing explained versus

unexplained output across modules, addressing
the evaluation gap identified in Section 10.

e Phase 4: Notification-channel expansion
(email, SMS) beyond current in-application
delivery, and a lightweight administrative view
for small-organization deployments managing
scans across multiple users and multiple
authorized targets.
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